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How did we come to NIS2 ?
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Centre for Cyber security Belgium (CCB)

1. CCB was Created by Royal Decree 10 October 2014

Contribute to build a safer and reliable internet

Create national policy and capabilities with existing actors

Under the authority of the Prime Minister

2. NIS(1) Directive 2016 ➔ NIS-law 7 April 2019 ➔ Royal Decree 12 July 2019

• CCB: National Cyber Security Incident Response Team (CSIRT) 
• CCB: National authority  in charge of monitoring & coordinating the 

implementation of NIS
• Sectoral Competent authorities responsible for designation and supervision
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Why is NIS2 necessary – according to EU ?

Lessons learned NIS1 (2016)
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NIS2 Timeline
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2020

Nov 
2021

Dec 
2021
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2022

13 May 
2022

27 Dec 
2022

17 Oct 
2024

Commission 
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Parliament 
position

Negotiations

Political 
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2023

Council 
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NIS2 main pillars

MEMBER STATE CAPABILITIES

National authorities

National strategies

Frameworks for coordinated 
vulnerability disclosure (CVD)

Crisis management frameworks

COOPERATION AND  
INFO EXCHANGE

EU-CyCLONe

European vulnerability registry

Peer-reviews between MS

Annual report on the state of 
cybersecurity in the EU

Registry for entities providing 
cross-border services

RISK MANAGEMENT

Accountability for top 
management for non-compliance

Essential and important 
companies to take security 

measures

Essential and important 
companies to notify incidents & 

threats
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Disclaimer

The content of this presentation is based on the European NIS2 directive and provides an executive summary.

The transposition into Belgian legislation is in progress and will only be completed by the Parlement.
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Who is it applicable to?
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NIS2 defined: 
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NIS2 defined :
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More sectors are involved 18 Sectors 
800 Essential

1600 Important
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Involved entities

Exceptions

• Sole providers of a service
• Entities where a disruption to the service provided could have significant 

consequences for public safety, public security or public health

E.g.

National authorities may also specifically designate entities as "essential" or "important":

• Providers of public electronic communication networks
• Entities designated as critical at national level in accordance with the CER Directive
• Public authorities (at central level)
• Qualified trust service providers
• Top-level domain name registries
• DNS service providers

E.g.

In some sectors, entities, regardless of size, have been categorised as "essential“:
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Which country will hold Jurisdiction over me?

General principle: All entities in scope will be under the jurisdiction of the Member State(s) in which they are 
established

One-stop shop exceptions:
1. Providers of public electronic communications networks or services

➔ in MS in which they provide their services

2. DNS, TLD, domain name registration services for TLD, cloud service providers, data centres, content delivery, 
MSP, MSSP, digital providers
➔MS in which they have their main establishment

3. Public administrations
➔MS that established them

• If an entity in scope has no EU establishment, but offers services in EU, they shall designate a 
representative in one MS

• MS have the obligation to assist each other in supervision when it is asked
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What will you have to do?
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NIS2 Security measures

Notification of any significant 
incident

Voluntary notification of 
incidents, cyber threats and 

near misses
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NIS2 Security measures

All measures must be:
• Proportionate to risk, size, cost, and impact & severity 

of incidents 
• State of the art or international standards
• All hazard approach

Management:
• Must approve all cybersecurity measures
• Must oversee the implementation of CySec measures
• Need to follow cybersecurity training
• Is liable for implementation (accountability)
• Offer cybersecurity training to all employees on a 

regular basis
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NIS-2 Incident Notification

24h
Early Warning (telephone, mail) + presumably caused by unlawful or malicious action or
could have a cross-border impact.

Initial assessment of the incident, its severity and impact, as well as
where available, the indicators of compromise.

Final report

a) detailed description of the incident, its 
severity and impact.

b) type of threat or root cause that likely 
triggered the incident.

c) applied and ongoing mitigation measures.

72h

Update 
(upon request)

1 month

Significant incidents must be notified to CSIRT without undue delay
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How could supervision be organised and what 
are the possible sanctions?
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Supervision

Essential entities Important entities

Ex-ante + ex-post Ex-post

On-site inspections & off-site supervision

Targeted security audits based on risk assessments

Security scans

Request information

Regular audits carried out by an independent 

body or a competent authority

Request evidence of implementing Cyber 
Security policies
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Possible sanctions
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Transposition
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Current NIS2 approach on BE transposition

1. No gold plating: legal requirements = NIS2 directive

2. Presumption of compliance through certification (ISO27001 / Cyberfundamentals)

=> Cyberfundamentals framework (cyfun☺ ) is there to help entities

3. Implementation trajectory

4. Horizontal measures (ISO27001 / cyfun) complementation with sector specific measures

5. Easy notification platform 

6. Supervision: CCB leads collaboration with sectoral authorities

Disclaimer:  The transposition into Belgian legislation is in progress and will be completed by the Parlement. 
Current visions demonstrate the actual status, but changes can be induced through the process
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Cyberfundamentals framework   +                           :  www.cyfun.be

Self-Assessment tool

Mapping tool

Energy

Organization Size (L/M/S = 3/2/1) 3
Threat 

Actor Type

Cyber Attack Category
Global  or 

Targetted
Impact Prob Risk Score Prob Risk Score Prob Risk Score Prob Risk Score Prob Risk Score

Sabotage/ Disruption (DDOS,…) 2 High Low 0 Low 0 Med 30 Med 30 High 60

Information Theft (espionage, …) 2 High Low 0 Low 0 Low 0 High 60 High 60

Crime (Ransom attacks) 1 High Low 0 Low 0 Low 0 High 30 Low 0

Hactivism (Subversion, defacement…) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7,5

Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level

Total Total 0 7,5 30 120 127,5 285 ESSENTIAL

Common skills

Competitors

Extended Skills

Cyber Criminals

Extended Skills

Nation State 

actor

Common skills

Ideologues 

Hactivists

Common skills

Terrorist

Risk-Assessment tool

CyFun 
Toolbox

CyberFundamentals Framework is  publicly available (NL-FR-DE-EN) 
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Questions?

Johan Klykens
Director Cybersecurity Certification Authority
Centre for Cybersecurity Belgium (CCB) 
certification@ccb.belgium.be
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